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(54) Abstract Title 

A method of copy protection of digital data by addition of values to codewords to introduce errors which 
are then marked as uncorrectable 



' (57) In a system for protecting encoded digital data, for example, on a digital audio compact disc (CD-DA), 
specific audio samples are altered preferably to cause spikes which are audible as clicks if played. All of the 
codewords in the encoded data which contain those altered samples are then identified, and data in each 
codeword is changed such that on decoding, the codewords will be identified as uncorrectable. The 
codewords are altered by the addition of a value, representative of an uncorrectable error identifying 
syndrome, to at least part of the codeword. Preferably the alteration is effected on four parity bytes and the 
syndrome representative is a coset leader. Thus, if the decoded data is played by an audio player, error flags 
are reliably set so that error concealment, such as interpolation, is invoked and the spikes are inaudible. 
{However, a data reader will either pass the uncorrectable data unchanged or will attempt to correct it. 
Therefore if a copy of the audio data is made, the clicks will be audible on playback. 
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THE COPY PROTECTION OF DIGITAL DATA 

The present invention relates to a method of copy protecting digital data 
and to copy protected media on which the digital data is stored. 

Digital audio compact discs (CD-DA) which carry music or other audio 
can be played or read by more sophisticated apparatus, such as CD-ROM 
drives. This means, for example, that the data on a CD-DA acquired by a user 
may be read into a PC by way of its ROM drive and thus copied onto another 
disc or other recording medium. The increasing availability of recorders able to 
write to CDs is therefore an enormous threat to the music industry. 

In an earlier proposed method, a digital audio compact disc is copy 
protected by rendering control data encoded onto the disc incorrect and/or 
inaccurate. The incorrect data encoded onto the CD is either inaccessible to, 
or not generally used by, a CD-DA player. Therefore, a legitimate audio CD 
bought by a user can be played normally on a compact disc music player. 
However, the incorrect data renders the CD unplayable by a CD-ROM drive. 

However, as the audio compact disc is rendered unplayable on a CD- 
ROM drive, the user is also prevented from using the CD-ROM drive 
legitimately simply to play the music or other audio on the disc. 

What is needed is a method of copy protection for a digital audio 
compact disc which, whilst preventing the production of usable copy discs, 
does not prevent or degrade the playing of protected audio discs on all players 
having the functionality to play audio discs. 

WO 01/15028 discloses a method of copy'protecting-a CD-DA in-which 
errors are introduced into the audio data itself. These errors are to be identified 
as 'uncorrectable' by the error correction arrangements normally provided in 
audio players or data readers. As a result, an audio player will conceal the 
errors, for example by substituting interpolated values for audio data identified 
as erroneous, whereas a data reader will either fail to read the erroneous data 
or will simply read the erroneous values. The uncorrectable errors on the CD- 



THIS PAGE BLANK (uspto) 



2 



DA will, therefore, either render the protected CD-DA uncopiable, or they will 
add unacceptable noise when a copy of the protected CD-DA is played. 

It has now become apparent that the scheme described in WO 01/15028 
5 does not reliably produce errors which are recognised as 'uncorrectable'. It is 
only when an audio player recognizes that there are errors in the audio data 
that it invokes error concealment, such as interpolation. Where there are 
errors, but interpolation, or other error concealment, is not used because of a 
failure to recognise its existence, the audio data reproduced will include the 
10 added errors. This is clearly not acceptable. 

The present invention seeks to improve a copy protection scheme such 
as that described in WO 01/15028. 

15 According to a first aspect of the present invention there is provided a 

method of copy protecting encoded digital data which can be successfully - ^ 
interpolated or subjected to error concealment after decoding for playback, the 
method corhprising the steps of: 

introducing altered values into the digital data, and 
20 changing all codewords containing the introduced altered values such 

that, on decoding, the codewords will be identified as uncorrectable, 

wherein each codeword is changed by adding to at least part of a value 
thereof, a value representative of an uncorrectable error identifying syndrome. 

25 The use of a syndrome representative value to change each codeword 

provides for reliability on decoding in that irrespective of the values of the digital 
data, the change to each codeword will result in the codeword being identified 
as uncorrectable. 

30 In a preferred embodiment, four bytes of each codeword are changed by 

addition with a syndrome representative value of four bytes. Preferably, all four 
bytes changed are parity values. Alternatively, it may be possible to add the 
syndrome representative value to just three or two bytes of the codeword. For 
CD-DAs, where a correcting code is generally at least two bytes, the syndrome 

35 representative value would normally be at least two bytes. 
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Preferably, the altered values are introduced by adding a large number 
to the audio data value. This can be done in the binary domain, for example, 
by adding a value in the range 128 to 143 to the MSB of an audio data value. 

5 By XORing a large sample to the value already provided, it is not 

necessary to know what the original value of the audio data was, as the 
arithmetic will always guarantee that there is an audible spike produced on the 
audio data. 

10 The present invention also extends to a medium on which copy 

protected encoded digital data, which can be successfully interpolated or 
subjected to error concealment after decoding for playback, has been stored, 
wherein the medium carries digital data into which altered values have been 
introduced, and codewords, containing the introduced altered values, which 

15 have been changed such that they will be identified as uncorrectable on 
decoding, wherein the codewords have each been changed by adding to at 
least part of a value thereof, a yalue representative of an uncorrectable error 
identifying syndrome. 

20 Whilst the present invention finds particular application for the copy 

protection of, for example, CD-DAs, its ability to reliably produce an error flag 
may be used in other contexts, for example, for watermarking, or to provide a 
signature. 

25 The invention also extends to a method of encoding digital data, the 

method comprising the steps of: 

changing predetermined codewords generated from the digital data such 
that, on decoding, the codewords will be identified as uncorrectable, 

wherein each codeword is changed by adding to atleast part of a value 
30 thereof, a value representative of an uncorrectable error identifying syndrome. 

The present invention also extends to a copy protection file arranged to 
alter digital data, and codewords produced therefrom, by methods as defined 
above. 



Embodiments of the present invention will hereinafter be described by 
way of example, with reference to the accompanying drawings, in which: ' 

5 .t.nH ?"''''''°'''"^"""^"^°^'^^^^'^^°^^^°de.andFigure1bshows 
. standard array generated by the operation of the generator matrix. 
Figure 2 shows schematically a CD, 
Figure 3 shows the format of a frame of data on a CD 
to a CD '^"'^ ^ schematically a CIRC encoder for data to be encoded on 

> Figure 5 shows a block of data after encoding. 

Figure 6 shows a CIRC decoder, 
Figure 7 shows schematically an audio player, and 
Figure 8 shows a circuit for applying a copy protection scheme of the 
invention to a CD, 

Figure 9 shows schematically a method of associating a row of audio 
data with parity values which identify the row as uncorrectable and 

Figure 1 0 shows schematically a further method of associating a row of 
audio data with parity values which identify the row as uncorrectable. 

The practice of encoding digital data was developed to ensure that the 
correct information was received over early communications channels, such as 
the telegraph, despite noise. Now, however, digital data is routinely encoded to 
allow any errors in the data to be detected and corrected. In this respect the 
bas.c methods of the Invention described herein are described with particular 
reference to the encoding and decoding of data on CD-DAs. However it will be 
appreciated that these methods are equally applicable in any context where 
there is digital data which is to be encoded, for example, for reliability and 
where errors In the digital data are to be concealed, on playback, by ' 
interpolation or other error concealment techniques. 

The theories of error correcting codes will be known to those skilled in 
the art. and are not presented here. However, some basic concepts are now 
explained, by way of example, to aid understanding. 

CD-DAs. and indeed CD-ROMs and similar formats, utilise Reed- 
Solomon codes for encoding and error detection. Reed-Solomon codes are a 



subclass of BCH codes, whilst BCH codes are a generalisation of Hamming 
codes. Hamming codes are single error correcting codes, and are generalised 
in BCH codes which enable the correction of a number of errors. 

We will look first at a simple linear, single error correcting (Hamming) 

code. 



A message u, having k symbols, is encoded into a codeword or vector x, 
having n symbols, to produce a linear code. The first part of the codeword 
consists of the message itself, followed by n-k check symbols or parity values. 



So, if the message is: 



the codeword is 



X = Xi X2 Xk . . , Xn 



where n> k, and = x^,U2= xz t/k = 



The check symbols are chosen so that 



Hxtr = H 



X2 



= 0 



where H is the parity check matrix of the code. 



= +1. 



The arithmetic is performed modulo 2, or XOR, ie 0 + 1 = 1 , 1 + 1 = 0, -1 



To generate a code from a message, the message u is operated upon 
by a generator matrix G to form the codeword x, ie 



X = uG 
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rows 



5 So. as Indicated above, a message 

" ~ U2... Lfk, becomes 
codewordx = X2.... Xk.... Xn 

On decoding, the system receives the 
received vector y= yi y2. . . . y^. . . . y„ 

a + C = {a + xrxec} 
code C genera'edtX^ K ™ '"^^ ^'""'"^ ' 

o, and «, "n^r rrcr^^^^^^^^^ 
-rrrraTdr:-^^^^ 

mini^ ' have the minimum v/eight These 

minimum weight vectors are the coset leaders. 
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When a word of the received vector y is received, its position in the 
standard array is identified. If it is found in one of the cosets, the appropriate 
coset leader is identified as the likely error whereby the word can be decoded. 

5 Thus, for example, if the y value received is 1 1 1 1 as shown at location 

14, its position in the an-ay is found and that location determines that the 
appropriate coset leader is 0100, as shown at 16. The illustrated array shows 
that the correct codeword 18 is 1011 . During decoding, the codeword 18 can 
be determined as 11 11 - 0100 = 1011. This method of decoding is maximum 
10 likelihood decoding. 

The last column in the array illustrated In Figure 1 b shows the syndrome 
S for each row of the array, which is defined as: 

15 S =Hytr 

and indicates the locations of errors. If there are no errors, the 
syndrome of y is 0. Furthermore, two vectors are in the same coset if they 
have the same syndrome. Basically, the syndrome contains all the information 
20 the receiver has about errors. 

Of course, in practical systems, more than one error may occur and will 
need correcting. It would be possible to cope with this by increasing the 
number of check symbols, and hence by increasing the number of vectors in 
25 the parity check matrix H of the code and in the generator matrix G. However, 
to make the arithmetic more manageable each column of m binary vectors in 
the matrix, an m-tuple, is represented by an appropriate polynomial a.The 
generator matrix is replaced by a generator polynomial 

30 g(x) =(x-ab)(x-ab + i)...(x-ab+d2) 

where b is a number, frequently 1 . 

The standard array then includes polynomials representing codewords, 
35 rather than the codes themselves. However, it is still arranged to have cosets, 
with coset leaders, and to have syndromes identifying error locations. 
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sector whereby the read head can be driven to access any appropriate part of 
the spiral track 4 as required. 

To ensure that any data reader can reader can read any CD-Rom, the 
5 compact discs and readers are also made to standards know, in this case, as 
the ye//owBoo/c standards. These Ye/Zoiy 6oo/( standards incorporate, but 
extend, the Reef Book standards. Hence, a data reader, such as a CD-ROM 
drive, can be controlled to play a CD-DA. 

10 The ability of a data reader to access, extract, or othenA/ise read the data 

on a CD-DA provides a problem for the music industry. A user can use his CD- 
ROM drive to read the data from an audio disc, for example, into a computer 
file, and then that data can be copied. The increasing availability of recorders 
able to record onto compact discs means that individuals and organisations 

15 now have easy access to technology for making perfect copies of audio 
compact discs. This is of great concern to the music industry. 

As the data encoding on a CD-DA and on a CD-ROM is well known and 
in accordance with the appropriate standards, it is not necessary to describe it 
20 in detail herein. 

Briefly, the data on a CD is encoded into frames by EFM (eight to 
fourteen modulation). Figure 3 shows the format of a frame, and as is apparent 
therefrom, each frame has sync data, sub-code bits providing control and 
25 display symbols, data bits and parity bits. Each frame includes 24 bytes of 
data, which, for a CD-DA, is audio data. 

There are , 8 sub-code bits contained in every frame and designated as 
P, Q, R, S, T, U, V and W, Generally only the P and Q sub-code bits are used 

30 in the audio format. The standard requires that 98 of the frames of Figure 3 are 
grouped into a sector, and the sub-code bits from the 98 frames are collected 
to form sub-code blocks. That is, each sub-code block is constructed a byte at 
a time from 98 successive frames. In this way, 8 different subchannels, P to W, 
are formed. These subchannels contain control data for the disc. The P- and 

35 Q- subchannels incorporate timing and navigation data for the tracks on the 
disc, and generally are the only subchannels utilised on an audio disc. 
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Before the data on a CD is subjected to EFM encoding and formed into 
he frame secure illustrated in Figure 3, it is subjected to L, co^eZ 
enc^,ng. Specifically, the data to be stored on a CD is intedoavedT' 
d,^nb te errors and has parity values incorporated for error correction The 
pa-t,cu^ar algorithm used in the compact disc system is the Cross InteLle 
Reed-Solomon Code (CIRC) and an example of the CIRC encoding heTe is 
Shown ,n F,gure 4. As can be seen, a C2 encoder 20 accepts 24 byt s of 
aud,o data, subjects some bytes to delay, and p^duces four bytes o'q pantv 
values, cross interleaving by way of an interteaver22 follows ,hC2 encoder 
20 Whereby the 28 bytes are delayed by dWerent periods. As a result o"m s 
.nterieavng, each 02 word is stored in 28 different CI codewords. 

dtffe ent C2 codewords, and produces 4 more bytes of P parity values The 
-«sul*ng 32 byte codewords leave the CIRC encoder of F^u,« 4 and are 
applied to the EFM encoder. yure tana are 



25 



30 



35 



A" ^''^'"Pte Of a block of data produced by a CIRC encoder of Fiaure 4 
.s lus.ra.ed In Figure 5 where each S value represents 4 bytes ^,TZ o 
a^ue .presems 4 bytes of Q parity values, and each P value represents 4 
b^es of P panty values. In addition. Figure 5 illustrates the data rows as 26 

wh;ch a,, subject to decoding by a C2 decoder, and «,e data rows, as 28 

which are subject to decoding by a C1 decoder. 

Figure 6 shows schemafically a CIRC decoder for decoding blocks of 
da^ from a CD. Tl,us. and as is known, .he pite and lands on a CD " ead 
an<^ su ;ec to EFM demodulation and are then applied to .he CIRC de"b for 
de^erieaving, error detecHon and error correction. The data is input to the 
decoder ,n blocks as shown in Figure 5 and is output as 24 bytes oLudio data. 

Thi, frJ""'',",?."" ' ^PP''^^ *° <*«=°<'«^ o' Rg^re 6. 

This fta™ of 32 bytes includes 24 bytes of audio data and 8 by.es of parity 
values, in a C1 decoder 30. eno« are detected by the 4 P pamy byte and 
sho,^ duration random errors are co^ected. Larger errors, for example one 
burstenors, may result in a number of CI rows being uncorrectabte o having 
*vo correctable er^rs. These .ws be appropria e,y flagged. Fo elTpl 
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advanced decoders may mark each erroneous row using erasure flags in the 
expectation that the errors can be corrected at the C2 stage. All words found 
to be valid are passed along unprocessed. Thus, the C1 decoder 30 flags any 
errors identified, but not corrected, as indicated at 32. A C2 decoder 34 passes 
5 all words without flags as error free if they also appear error free during C2 
decoding. The C2 decoder 34 attempts to correct any remaining errors using 
the Q parity values and any error flags. 

As indicated, during decoding the C1 rows are examined first to detect 
10 isolated errors and apply correction. C1 decoders are usually set to correct at 
most a single arbitrary erroneous symbol and therefore are able to detect error 
conditions in excess of this limit accurately, and to pass along error detection 
information, in the form of flags, to the C2 decoder 34. At the C2 decoder, a 
detected error within the error-correction limits results in the correction of the 
15 errors. However, a detected error in excess of the error-correction limits results 
in the generation of a C2 flag as indicated. A C2 flag signifies that an 
uncorrectable error has been detected. 

Figure 7 shows schematically an audio player. As can be seen, the data 
20 from a CD-DA 6 is passed to a Red Book decoder, indicated at 36, and then 
may be fed directly to a sound reproduction device 38. However, where an 
uncorrectable error has been detected and a C2 flag generated, the data is fed 
via an error concealment unit 40 to the sound reproduction unit 38. 

25 The nature of the error concealment unit 40 provided In an audio player 

varies and may, for example, incorporate sound muting circuits. In the 
illustrated embodiment, the en-or concealment unit 40 has been shown as an 
interpolator 40. 

30 It will be appreciated that an audio spectrum is generally continuous and 

that if an error produces a discontinuity in the spectrum, the missing value can, 
in most cases be readily, and fairly accurately, be Interpolated. However, 
where a data reader, for example, is being used to access digital data, 
interpolation cannot be used as the value of one symbol has no relationship to 

35 the symbol which Is next retrieved. This provides a method of copy protecting 
CA-DAs, which copy protection scheme will allow play of a CD by an audio 
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Player whilst preventing the use of a data reader to make a useable copy of the 
^^f'=^"S''f°^«'PyP™t«=tion, unwanted noise is incon»rated in the 

Ihth 2ZT^ " '"^ * Ls 

>vh,ch Klent^ the unwanted noise as uncorrectable and thereby cause the 
genera on o a C2 flag as described above. Such data will be assed by an 
aud,o player to an .nterpolator, as 40, which is able to remove the unwanted 
no se and subs„tute a more appropriate audio value. However, a data reader 

^ZT r '^^ '''''' ~^^^»<e. so that the unwtt^ 

noise ,s wntten to d,sc, for example, during copying. The copy disc, therefore 
IS significantly degraded. |«-, mererore, 

A method of copy protecting CD-DAs by flagging introduced, unwanted 
noise on a disc as uncorrectable is proposed in WO 01/1 5028 This 
specflcation proposes altering the audio data by the addition of 'spikes', and 
then chang^g the parity words associated with the CI and C2 rows containing 
he changed audio data such that the altered audio data is identiHed, and 
flagged, as uncorrectable. Generally, the scheme proposed in WO 01/15028 is 
to replace C2 parity bytes with unused symbols and to replace CI parity bytes 



However, different decoders use different algorithms with consequent 
drtferences ,n error correction perfom,ance. It has been found that some 

d^der. "•isco.recr the enors rather than flagging them as uncorrectable. It 
s also aieoretically possible for CI parity bytes to be zero so that setting them 
to zero leaves the 01 row unchanged. 

a ""Py P-otecfion scheme as proposed in which spikes are to be 
added to *e audio data on a CD-DA to produce clicks it is imperative to ensure 
that all audio players are triggered to use their interpolators to remove the 
spikes no matter how sophisticated the decoder provided and irrespective of its 
methods of emor correction. Cleariy, the music industry will be unwilling to 
incorporate a copy protection technique if there is a realistic risk that the 
unwanted added noise will be audible when the consumer plays a genuine CD- 
UA on a typical consumer audio player. 
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We have seen above that in decoding, a syndrome can be calculated 
from the symbols in a received vector. In this respect, the calculations can be 
arranged so that each syndrome only contains information about how its 
associated row differs from a correct row. If the syndrome is all zero, this 
indicates that the row is free of errors and thus that the received vector is a 
codeword. Hence, no error correction of the received vector is required. For a 
copy protection scheme of the invention, it is important that a decoder will treat 
a row in accordance with its syndrome regardless of the value of the data 
symbols in the row. Thus, and as set out above, if the syndrome shows the 
row to be correct, its data can be passed unchanged. Siriiilarly, if the 
syndrome shows that the data is uncorrectable, the decoder will pass the row 
with an error flag set. 

Thus, in the method of the invention a row of code will be passed 
uncorrected, but with an error flag set, if the syndrome associated with the row 
tells the decoder that the data in the row is uncorrectable. Therefore, it is 
necessary to find a syndrome, either experimentally or mathematically, which 
will always prevent the decoder from correcting the associated row. 

There are a number of common ways in which a decoding algorithm can 
fail such that an error flag is set. The most common way for the decoding 
algorithm to fail is where the error locator polynomial of the associated row has 
no roots. In a preferred embodiment of the invention, therefore, a syndrome is 
chosen which indicates that the error locator poVnomial has no roots. 

Of course, there is the difficulty that the syndrome is generated by the 
decoder and thus that data has to be encoded onto the disc which will reliably 
cause the syndrome to be generated for C1 or C2 rows of data containing the 
altered audio values. Furthermore, this 'syndrome generating data" will not be 
encoded on to the disc in isolation but together with the audio data carried by 
the disc and control and coding data. 

In encoding and decoding, vectors are added in modulo 2 arithmetic, in 
which the bytes are XORed together. With the invention, therefore, one or 
more symbols in a codeword are XORed with one or more chosen symbols. 
The symbols are chosen such that the decoding of a codeword containing the 



gives the syndrorre'ld i T T'' °' "^ich 
this ^presentative o Z 11? . «i* 

of an added signature In w^f.r ^^^'^^"^'"9 ^ ^'^^^ °^ Protecting it by way 

the disc to enTa COP r^^^^ ^'^^"^ ^^^^ ^^^ed to 

□ enaoie a copy to be distinguished from an original. 

Where '^Z^.l^ZT.T: 'T ^"""^^ """^ ^ ~ 
= 01/15028 Where impulses a^^n " " ^° 

. four .Tc:^:Z:^'' — - ^^-ged by XORing with the 

In the prefen-ed embodiment, and as illustrated in Figure 9 the four 
bytes changed correspond to the parity bytes Thus all o T ' 
chosen coset leader 70 which wilL . ^^^s. all of the values m the 
fnr th« • , ^ corrupting row. will be zero exceot 

for the values m locations 72 corresponding to the parity bytes It has been 
detemimed that if all four parity bytes are olv^n nnn , 
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Figure 9 illustrates schematically a method of the invention in which a 
row 74 of audio data incorporating an audible click 76 is associated with an 
error correction word 70 which identifies the row 74 as uncorrectable. The row 
74 incorporating the audible click 76 is XORed at 78 with the coset leader 70 to 
5 produce the row 80 which incorporates the click 76 and the corrupting parity 
bytes 72. Thus, although the row 80 is a codeword containing correct audio 
data, it is identified as uncorrectable by the presence of the corrupting parity 
bytes 72. 

10 It would be possible, of course, to determine just a single coset leader, 

as 70, and to use that to change all of the codewords on a CD-DA containing 
degraded audio data. However, it is presently thought that the syndrome and 
its coset leader would not be used over the whole of one disc, but that various 
syndromes would be utilised. 

15 

Whilst the audio data can be changed, as described in WO 01/15028, it 
is also possible to only render the most significant byte (MSB) of the sample 
uncorrectable. 

20 Thus, in a preferred embodiment, one value in the range 128 to 143 

inclusive is XORed with the most significant byte of an audio value to produce 
an altered data sample as 76 in Figure 9. These altered data samples would 
be heard as clicks if they were to be played. However, upon decoding of a row 
80 in an audio player, error flags will reliably be set invoking interpolation, or 

25 other error concealment, of those samples. However, a data reader will either 
pass the uncorrectable data unchanged or will attempt to correct it. If the data 
read by the data reader is then copied onto a disc, the clicks will be audible on 
playback whereby the copy disc is degraded. 

30 As the audio symbols are altered by XORing, it is relatively easy to alter 

the value of the byte which is added to the most significant byte concerned. If 
the number is pseudo randomised, for example, the MSB of each sample can 
be XORed unpredictably with a byte, for example, having a value in the range 
128 to 143. 
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■ Figure 9 illustrates one method of associating a codeword 74 with 

altered audio values, with a coset leader 70 whereby a codeword 80 flagged as 
uncorrectable is produced. However, there can be difficulties in practice in 
ensunng relial^le association between a codeword as 74 with a coset leader as 
70. Any such difficulties which may arise can be avoided by the use of the 
method whrch Is illustrated schematically in Figure 10. 

i, vr,P^! "T" '^'^"'^ ' ' ^° =°™P«"9 P^*y f ytes 72 

.s XORed wrth a created codewonj 84. The created codeword 84 has been 

created from a vector containing all zeros except for one MSB in the relevant 
location. Parity bytes 82 of the codeword 84 confim, that the audio data of the 
created codewond is correct. The coset leader 90 produced by XORing 70 and 
84 incorporates the click 76 from codewo^ 84 and the corrupting parity bytes 
72 from the coset leader 70. Thus, the coset leader 90 shows the click 76 to 
be uncorrectable. If the coset leader 90 is then XORed with a codeword 94 
from an audio data source in which it is required to incorporate a click the 
resulting row 100 will contain the audio data required, namely the audio data 
from row 94 with the dick 76, but it will be flagged as uncorrectable by the 
existence of the parity bytes 72. 

Figure 8 shows a system for copy protecting an audio compact disc As 
IS conventional, a Red Book encoder 50 receives incoming data for encoding 
and applKation, by way of a laser controller 52 and a recording laser 54 on to 
a master disc 60, Generally, the data fed to the Red Book encoder 50 will be 
audio data from a source 62. However, with the invention, the modifications to 
the data as discussed above are caused by the copy protection software which 
IS fed from a copy protection file source 64 to the Red Book encoder 50 in 
andem with the audio data 62. This system is particularly useful for use with 
ttie method shown schematically in Figure 10 as selected rows 94 of audio data 
62 read from the source 62 can be XORed with created coset leaders as 90 
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It will be appreciated that variations and modifications may be made to 
the embodiment described and illustrated in accordance with the present 
invention. 
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CLAIMS 

1 . A method of copy protecting encoded digital data which can be 
successfully interpolated or subjected to error concealment after decoding for 
> playback, the method comprising the steps of: 

introducing altered values into the digital data, and 
changing all codewords containing the introduced altered values such 
that, on decoding, the codewords will be identified as uncon-ectable 

wherein each codeword is changed by adding to at least part of a value 
thereof, a value representative of an uncon-ectable error Identifying syndrome. 

2. A method as claimed in Claim 1 . wherein four bytes of each codeword 
are changed by addition with a syndrome representative value of four bytes. 

3. A method as claimed in Claim 2, wherein all four bytes changed are 
parity values. . 

4. A method as claimed in Claim 1 . for use with a con-ecting code of at 
least two bytes, wherein the syndrome representative value is at least two 
bytes. 

5. A method as claimed in any preceding claim, wherein the syndrome 
representative value is a coset leader representative of the syndrome. 

6. A method as claimed in any preceding claim, wherein the syndrome is 
one which is produced where an error locator polynomial generated in a 
decoder has no roots. 

7. A method as claimed in any preceding claim, arranged to protect digital 
data to be played, such as audio or visual images, or video, wherein a digital 
data player is provided with error concealment means, the method comprising 
the step of using the identification of codewords as uncorrectable to force the 
altered data values to be subject to the error concealment means during 
playback of the data. 
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8. A method as claimed in any preceding claim, wherein the altered values 
are made in digital audio data. 

9. A method as claimed in Claim 8, wherein the altered values are 
5 introduced by adding a large number to the audio data value. 

10. A method as claimed in Claim 9, wherein the large number is added to 
the audio data value in the binary domain by adding a value in the range 128 to 
143 to the MSB of an audio data value. 

10 

11. A method of encoding digital data, the method comprising the steps of: 
changing predetermined codewords generated from the digital data such 

that, on decoding, the codewords will be identified as uncorrectable, 

wherein each codeword is changed by adding to at least part of a value 
15 thereof, a value representative of an uncorrectable error identifying syndrome. 

12. A copy protection file arranged to alter digital data, and codewords 
. produced therefrom, by a method as claimed in any of Claims 1 to 11. 

20 13. A medium on which copy protected encoded digital data, which can be 
successfully interpolated or subjected to error concealment after decoding for 
playback, has been stored, wherein the medium carries digital data into which 
altered values have been introduced, and codewords, containing the 
introduced altered values, which have been changed such that they will be 

25 identified as uncorrectable on decoding, wherein the codewords have each 
been changed by adding to at least part of a value thereof, a value 
representative of an uncorrectable error identifying syndrome. 

14. A method of copy protecting encoded digital data substantially as 
30 hereinbefore described with reference to the accompanying drawings. 



1 5. A method of encoding digital data substantially as hereinbefore 
described with reference to the accompanying drawings. 
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A copy protection file arranged to alter digital data, and codewords 
produced therefrom, substantially as hereinbefore described with reference to 
the accompanying drawings. 

1 7. A medium on which copy protected encoded digital data has been 
stored substantially as hereinbefore described with reference to the 
accompanying drawings. 
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